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Section -A
Ansrver the follor,ving rnu ltiple chaise t) pe cluest ions. -
(a) Df S stands ttrr

(i) Data encr)'ptit-rn standard ( ii ) [)ata cncrr 1'rt ion

txl0 - l0

(iii) Data encr\/ption solution (iv) Data cr.rcr') ption slots.

An ---- -- along r,r,ith a kev is usecl in the encr'\ ption antl r1..,--r] pt

(i) Data (ii) Crr ptograpltr llgorithin
(iii) Decryption algorithrn (ir,) Plain tert irllt'rrithrn
The is encrypted tert:-
(i) Cipher text (ii) Secret tert
(iii) Cipher script (iv) Seo'et script

(d) Which ofthe fbllorrying in not used fbr svnrnetric encr'1ptiorr.
(i) RSA (ii) DES (iii) SIIAI ( ir ) RCI

(e) Hash collision rreans:-
(i) Two kevs for one ntessage ( ii) Orrc
(iii) Tr,vo differettt ke1's fbr difTerent nrassage ( ir ) ulu a

(f) What is tlre langth of ker,(u'ithout-Radcling) irr D[-S']
(i) 64 bits (ii) 128 bits (iii) 72 bits (ir )

(g) the advanced encryption standard rvas clesigncd br .

(i) National Institute of standards & tcchrrolog-r
(ii) IBM (iii) HP (ir ; lntcl

(h) The ---- nrethod provicles a one - tirne scssiun lier lirr t\\ o pa ICS.

(i) Diffle - Hellman (ii) RSA tiiil Dl-s (ir ; A I-S
(i) A digital sigrrature needs a

(i) Privatte - ke)' svstern ( ii) Share ti - licr s\ str-nr

(iii) public - kev s1'stert.t (iv) All ot'thcnr
(i) Which are tlte rnost fi'ecluentlv fourrd.

(i) e,o (ii) e,o (iii) c.t tir) c.i

Ansrver the following slrort ans\\rer t),pe qLrestions:-

(a) What do )/otl ttttclerstand by DN S'/
(b) Whtrt is cry'ptograph.
(c) Speciflr the conrpr)riertts of encr)"ption algt-rrithrn.
(d) Def-ine confidentialitl, & autltertticatiott.
(e) Difterentiate strnrnetric & asvn-)rnetric encr'\ ption.

Section - I]
Ansu,er the follorn,ing long - ans\\'er tvpe r-lLrestions.-

Drau,the generltl stntcture of Df S & f rplain thc cncrr ption [)ccn ptiorr 
1'r

Or
I-rplain the ke) generation process in DES algorithln'l

frplair-r the techttical details of fir'er,r'all anrl describe arrr thrcc t\ pe \ of-tl
Or

t rpla in DN S ancl its securitr'?

I:rplain nbout RSA u ith t-xre suitable exantple'?
Or'

Erplain digitnrl signartLres and authentication protocol'.)

I l'l

6. Dellne hash functiorr? What are the prope'rties of hash timclion rrr crrl.rl,'r.:lr'311

Itlg.r'itltrtt 
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\\'l'ite slror-t notes on:- (i ) \\''eb secrtritr t ii l SS I

TINI'I - \'
\I/r'iteshortnoreson:- (i) \\'AP (ii) \lll\11_

oIr,
I rplairr thc t) llr's ot'intcrirctiorr rletecti()n svstcrn.
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)'l [:rplain securc ltashinu


